


YAMHILL COUNTY



Merchant Card Processing Policy


PURPOSE
The purpose of this policy is to establish guidelines and practices for receiving and processing merchant card transactions and complying with security requirements set forth by the Payment Card Industry (PCI). The guidelines and practices are developed with the following in mind:
· Ensure cardholders that sensitive account and personal cardholder information is protected against theft and/or improper usage.
· Ensure compliance with all credit and banking industry security regulations related to payment card processing and reporting.
· Ensure proper financial controls in the receipt and processing of payment card transactions.
APPLICABILITY
This policy is applicable to all County departments, divisions, and employees that process, transmit, handle, or store cardholder information in any physical or electronic format. Where any section, subsection, sentence, clause or phrase of this policy is found to conflict with any state or federal law, administrative rule, or Payment Card Industry Data Security Standard (PCI-DSS), the terms of such contracts, laws, rules, or standards shall prevail.
DEFINITIONS
ACQUIRER – a bankcard association member that initiates and maintains relationships with merchants that accept debit or credit cards such as Visa, MasterCard, or Discover cards. (Also referred to as “acquiring bank” or “acquiring financial institution.”)
BREACH – an incident in which sensitive, protected, or confidential data has potentially been viewed, stolen, or used by an unauthorized individual.
CARDHOLDER INFORMATION - any payment and personally identifiable data associated with a cardholder. Examples include but are not limited to: account number, expiration date, card type, name, address, social security number, service code, and card validation code.
CARD VALIDATION CODE – also called CVC, is the three- or four-digit code on front or back of payment card.
E-COMMERCE – those transactions where the payment card is not present, the customer is often offsite with respect to the merchant, and the authorization and settlement are processed through a computer over the Internet.
HARDCOPY – material that is not in electronic form.
HOSTING PROVIDER – Service providers who offer various services to merchants including shared space on a server, shopping card options, payment applications, and connections to gateways and processors.
ISSUER – Entity that issues payment cards directly to consumers and non-consumers. (Also referred to as “issuing bank” or “issuing financial institution.”)
MAGNETIC-STRIPE DATA - Data encoded in the magnetic strip or chip used for authorization during payment transactions. (Also called Track Data.)
MERCHANT – Yamhill County (department, division, or employee) that accepts payment cards for goods or services provided.
MERCHANT CARD PROCESSOR – the vendor selected by competitive selection to process payments and E-Commerce transactions on behalf of Yamhill County (i.e., US Bank Payment Solutions/Elavon-Converge).  (Also called Payment Card Processor).
MERCHANT IDENTIFICATION NUMBER (MID) - a unique number assigned to each terminal location or E-Commerce site that is used to track financial activity.
PAYMENT CARD – those cards used to pay for goods or services with a logo on the face of the payment card – e.g., Visa, MasterCard, and Discover.  (Also called Branded Card, Credit Card, Debit Card, and Merchant Card.)
PAYMENT CARD BRAND MEMBERS – those companies that issue Payment Cards – e.g., Visa, MasterCard, Discover, and American Express.
PAYMENT CARD INDUSTRY DATE SECURITY STANDARD (PCI-DSS) - defines a series of requirements for handling, transmitting, and storing sensitive data.  (Also called PCI Compliance)
PCI COMPLIANCE COORDINATOR – the Yamhill County Central Finance Manager or designee responsible for developing, implementing, and updating this policy, as well as other duties specified within.  Works in collaboration with the Information Technology department to ensure PCI Compliance.
PERSONAL IDENTIFICATION NUMBER (PIN) – a number allocated to an individual and used to validate electronic transactions and is required on all debit cards which are not processed like credit cards that require a signature.
POINT OF SALE (POS) TRANSACTIONS – are those transactions where the payment card is present or the number is manually entered by the merchant.  POS transactions do not occur at internet sites.
PRIMARY ACCOUNT NUMBER (PAN) – is the unique payment card number that identifies the issuer and the particular cardholder account. Most often located on the face of the payment card. 
SERVICE PROVIDER – business entities that are not payment card brand members or merchants and are directly involved in the processing, storage, transmission, and switching of transaction data or cardholder information or both. This includes companies that provide services to merchants, other service providers, or payment card brand members that control or could impact the security of cardholder data.
TERMINAL – is a POS device used to gather the magnetic strip or chip data from the payment card. The terminal prints a receipt to be signed by the customer.  (Also called TID, payment card machine, or credit card machine.)
TRUNCATION - is the practice of removing data from the payment card number. Commonly, when account numbers are truncated, the first 12 digits are deleted, leaving only the last 4 digits.

POLICY AND PROCEDURES
Responsibilities and Requirements
1. Program responsibilities are assigned as follows:
a. Departments, Divisions, and Employees of Yamhill County (herein after called Merchants):
In order to ensure that Yamhill County complies with the PCI-DSS for merchant card security, Merchants should not establish their own banking relationship to process payment cards, nor contact a Merchant Card Processor to obtain access to payment Card privileges without first consulting with the PCI Compliance Coordinator.  
Merchants:
i. Are responsible for making application to the PCI Compliance Coordinator to accept payment cards and/or process payments through a third party as payment for goods and services provided. Applications can be found on the County Intranet at Finance and Payroll Forms under the Credit Card Acceptance section, or by contacting the PCI Compliance Coordinator.
ii. Will pay for all costs in maintaining the card terminals and internet programming, if applicable.
iii. Are responsible for the equipment in their possession and for following this policy and all PCI compliance requirements regarding handling, transmitting, and storing sensitive data.
iv. Shall annually provide the PCI Compliance Coordinator with PCI certifications for any third-party payment vendors.
v. May adopt their own more stringent policies that maintain compliance with the PCI-DSS requirements and this policy or may rely on those in this policy.  If a department does not adopt their own policies, this policy will apply.  Modifications to this policy may be appropriate depending on the occurrence and volume of transactions that a Merchant processes.
b. The PCI Compliance Coordinator:
i. Is responsible for approving all merchant applications to provide payment card services to the public.
ii. Will coordinate with the Acquirer, Merchant and Information Technology to work through any technical requirements that may exist.
iii. Will coordinate with the Merchant Card Processor to obtain merchant identification numbers (MIDs) and facilitate communication between the Merchant and the Merchant Card Processor.
iv. Will assist the annual PCI Compliance certification process with each Merchant.
v. Will review this policy not less than annually in response to significant operational and legal changes and will modify as needed to continue reasonable and appropriate protection of cardholder information.

c. Information Technology (IT):
i. Is responsible for approving or implementing and maintaining all computer networking, computer programming, and information system services and security necessary for the Merchant to provide payment card services to the public.
ii. Will work with Merchant to meet PCI-DSS requirements related to information systems and provide documentation to the PCI Compliance Coordinator as necessary.
2. Application to Become a Merchant:
a. The PCI Compliance Coordinator requires each department wishing to become a Merchant to complete an application. The application will be in the form specified by the PCI Compliance Coordinator and signed by the Department Director requesting Merchant status. An application will be required for each Merchant Identification Number (MID) requested.
b. The PCI Compliance Coordinator will approve applications based on the department’s ability to comply with this policy and PCI compliance requirements.
c. Once approved, the PCI Compliance Coordinator will work with the Merchant Card Processor and obtain MIDs for the Merchant.
d. Approved terminal equipment and e-commerce-based platforms is determined by the County’s contracted Merchant Card Processor.
3. Common Requirements of all Merchants:
a. Internal Controls:
i. Merchant will develop and maintain operational procedures for each MID and submit to the PCI Compliance Coordinator for review. These operational procedures should address the following areas:
1. Segregation of duties: To the extent possible, all duties related to data processing of payment cards should be separated. Specifically, Merchants should establish segregation of duties between payment card processing, the processing of refunds, and financial reconciliations. Merchants should also require supervisory approval for any refund transactions.
2. Reconciliation procedures: All payment card terminals and website applications should be closed out and reconciled as often as practical.
3. Physical security of cardholder information.
4. Disposal of cardholder information.
ii. Merchants will be held responsible for any losses, penalties, or punitive expenses due to inadequate internal controls.
iii. Merchants are responsible for periodically reviewing the accuracy of credit card transactions through www.paymentsinsider.com
iv. Merchant agrees to train all employees involved in processing payment card transactions to protect cardholder information and require them to review these procedures when trained and when business processes change.
b. Security of Cardholder Information:
i. Merchant agrees to not store cardholder information on the County's network.
ii. Merchant will never transmit cardholder information; especially account numbers, by end-user messaging technologies such as email, text, instant messaging, or chat.
iii. Merchant agrees to not create an electronic file containing cardholder information (database, spreadsheet, word processor, image, etc.). For internet transactions, files received from the Acquirer will not contain any cardholder information other than the name of the customer.
iv. Merchant will never store cardholder information on portable devices, including laptops, external hard disks, and USBs.
v. Merchant agrees to never store any cardholder information, in any physical form that is not required for business operations.
vi. If cardholder information needs to be physically retained in hardcopy (paper) form for business operations:
1. All hardcopy material containing cardholder information is to be physically secure and retained, stored, or archived only within secure Yamhill County office environments or certified archival facilities.
2. All hardcopy material containing cardholder information must be stored in a secure and locked container (e.g. locker, cabinet, desk, storage bin).
3. Hardcopy material containing cardholder information should never be stored in unlocked or insecure containers or open workspaces.
4. All hardcopy material containing cardholder information must be easily distinguishable as “confidential” through labeling or other methods.
5. Distribution of all confidential or sensitive hardcopy material must be sent or delivered by a secured courier or other delivery methods that can be accurately tracked.
6. At no time is hardcopy material containing cardholder information to be removed from any Yamhill County secured storage area without prior authorization from management. Management may give blanket approval for the routine movement of hardcopy material between locations within the County for business and operational purposes.
7. Custodians of hardcopy media containing cardholder information must perform an inventory of the media at least annually. Results of inventories shall be recorded in an inventory log.
c. Destruction of cardholder information:
i. All media containing cardholder data must be destroyed after the minimum time deemed necessary for their use has passed, or when it is no longer needed for business or legal reasons.
ii. Hardcopy media must be destroyed by cross-cut shredding, incineration, or pulping so that cardholder data cannot be reconstructed.
d. Troubleshooting:
i. If a Merchant has any technical connectivity problems accepting credit cards, the first point of contact should be the credit card processor (e.g., Elavon-Converge) to determine if the problem is with the Merchant Card Processor.  The second point of contact should be the Information Technology Helpdesk to determine if the connectivity problem is on our end.


e. Other:
i. Merchant agrees to use County approved terminals that include layered security including EMV, encryption and tokenization.  Payment card numbers on both Merchant and customer copies of printed receipts will be truncated.
ii. Merchant agrees to secure terminals to their sales areas where accessible to the public, inspect terminals periodically for damage or unauthorized tampering, and only allow authorized service personnel to repair or modify terminals.
iii. Merchant agrees to use supported Merchant Card Processors as approved by the PCI Compliance Coordinator.
iv. Pin-based payment cards can be accepted in over-the-counter (face-to-face) transactions through terminal or POS system.
v. Merchant agrees to honor without discrimination all valid credit cards properly tendered for use.
vi. In limited applications departments may use other third parties to assist with accepting credit cards for the sale of services and products.  The department that contracts with the third party must manage the relationship to ensure data is property protected.
vii. Merchant will comply fully with the PCI Standards, including any new provisions added to it.
Annual Certification
4. On an annual basis, for each MID, Merchants shall complete an annual self-assessment questionnaire, including PCI Certification for third-party vendors if applicable.
5. The PCI Compliance Coordinator will assist in such preparation as needed.  Merchants will submit completed annual certifications to the PCI Compliance Coordinator.
Fees
6. Each Merchant is responsible for the actual costs incurred to process their transactions, including set-up fees, transactional fees, and hardware and software costs when applicable.  The three types of transactional fees typically assessed include:
a. The interchange fee is paid to the customer’s bank and will vary by bank. This fee is not negotiable. 
b. The bankcard fee is assessed by Visa or MasterCard and will vary based on the type of merchant card used (debit vs. credit), the amount of the transaction, the amount of time between authorization and settlement, and the overall perceived risk of the transaction. 
c. The discount fee is charged by Yamhill County’s Merchant Card Processor. This fee is negotiated during an RFP process through County Administration.
7. Transactional fees may be paid in one of two ways:
a. In standard merchant card processing transactions, the cardholder pays only for the actual cost of the product or service, and the Merchant pays the transactional fees.
b. Under the “Service Fee” model, Merchants agree to allow the Merchant Card Processor to charge a “Service Fee” to the customer.  The Merchant Card Processor would use this Service Fee to cover the transactional fees of the transaction.  Yamhill County would not collect or receive any money from this service fee but would be allowed to process the card transaction at no fee.  This kind of arrangement works best in operating structures where fees are set statutorily (e.g., County Clerk’s Office), or where operating margins are too slim to absorb transactional fees.  When service fees are charged, appropriate signage much be maintained to inform clientele of the fees they will be charged.
8. All fees due will be automatically deducted from the Yamhill County main bank account and will be recorded in the accounting records by Yamhill County Central Finance.  Central Finance will work with each Merchant to determine the correct account coding for these costs.
Breach of Security
9. If a Merchant suspects a breach of security that could impact the County’s network, computers, or data, the Merchant should notify the Information Technology and the PCI Compliance Coordinator immediately.  
Sanctions/Violations
10. Merchants not complying with this policy will lose the privilege of serving as payment card Merchants if compliance is not achieved in a time deemed reasonable by the PCI Compliance Coordinator. In addition, each department engaged in payment card processing will be responsible for any financial losses due to poor internal or inadequate controls or negligence/neglect in adherence to the PCI Standard.

Prohibited transactions
11. Prohibited transactions include:
a. Cash advances.
b. Amounts over a sale amount (cash back options).
c. Adjustment of the price of goods or services based upon method of payment.
d. Providing discounts to a customer for paying with cash.
e. Setting low-dollar or high-dollar limitations on transactions.
Interpretation and Implementation
12. Any questions relative to the intent or application of this policy should be directed to the Yamhill County Central Finance Manager, or designee, who is delegated the responsibility to interpret and implement this policy.
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